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CitizenKey

I fremtidens sundhedsvasen har borgeren
selv kontrollen over data

Stephan Engberg
Fonden for Digital Identitet og Sikkerhed

E-Sundhedsobservatoriet 2018
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< Fonden for
Digital Identitet
og Sikkerhed >

Under etablering

Non-profit selv-ejende fond

Infrastruktur for hele DK

CitizenKey framework

Security/Privacy by Design
Trustworthy Id
Trustworthy data deling
Baseret pa blinded crypto
/anonyme akkreditiver

Bagud kompatibel

www.digitalfond.dk




ldentification destroy trust !

Logical fallacy !

) & Public Sector Criminals Commercial
Mutual recognition Command & Control  having more, bigger & infrastructure
) means ) Inefficiencies / Legacy more vulnerable Power Concentration
O toutr:]set asé:gngest _Accumulation targets Market distortions  Need better security
v . P Risk minimization
Growing Inefficiencies
More (ab)use of N & market distortion 4
u :
personal/corporate data 'I?r}fjlsf"gggtot?;igggilit
Profiling = Rey y
More and larger More collection of D eStabI I IZ I n g — < Social network
: : Personal Data "Security’ Trust := Credibility
Security Failures ousidelconirol .
Negative spiral ctdencaton
rust := Ildentification
Identity theft (keys/data) / . Risk maximization 12
More identification AL N
Cannot secure — Logical fallacy !!!!
- Ri ' _ _ The term “Trust” change
BB EaEih Biometric 1d & Surveillance Turning Business meaning to its opposge
More Identity Theft and people/devices Silos - creating risks
Reverse burden of proof into targets Id as Property instead of
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“trustworthy”
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Security
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Compliance

Privacy
by Design |

Privacy
(borgerens sikkerhed)

Security
by Design



GDPR Overblik (udvalgte)

Paragraf 20 Dataportabilitet
Pa rag raf 25 Frivacy by default, databeskytielse by
design.

=state of the arf™

eIDAS - EU'S DIGITALE SIGNATURFORORDNING - Artikel 5.2

Uden at den retsvirkning, der tilleegges pseudonymer i henhold til

den nationale ret dermed foregribes, ma anvendelsen af pseudonymer i elektroniske
transaktioner ikke forbydes
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CitizenKey

Til hvert formal en ny identitet
som kan:

- underskrive

- kommunikere

- dele og genbruge data

- bevise aspekter af identitet
- betale

- gfc.
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Baeredygtig
digitalisering

Offentlig @konomi

Formalsspecifikke
trustworthy identiteter

loT Sharing
(forskning)
Trustworthy datasharing
HOTE, Cloud Bagudkompabilitet og innovation

Milj Privat
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Laboratorium Behandlende Diagnose Bivirkninger Behandling
Anonyme Genomer Leege (rekruttering klinisk (kliniske databaser) Feedback Loop
forskning)
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Industri 4.0 med CitizenKey

NOVO
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CitizenKey: Datadreven vakst og afbureaukratisering

Sikker adgarng Hl data / outsourcing

* Borgeren/kunden kan DELE data uden at
miste konfrollen

= Virksomhader kan gore brug of fredjepard
sarvices uden rsiko eller |{GOPR|-burecukrati.

* Hele vaerdikceden kan understettes med
respeki for keberfleverander forhold, feks.
milj@ f recycling

Industry 4.0 7 10T / Telemedicin

= Virkiomhaden kan servicens viftuelle devices |
SESSOnar

» |07 data indgdr pd lige fod med andre data

= Staten kan i3 lokale data vden overvagning -

NemTryghed

“(Ipen Data ™ via Borgeren/kunden

= Datasiloer inkl. 10T nedbrydes effektiv via
Citizen-Cenfric Onoe-Only - pd tvoers af
offentlig og private systermer

« SmallDota muligger forskning og morked
sanalyse med adgang til ALLE Data

Bikkerhed / gffektivisering

» Behovidravne lodeb via borgeren [ Mikro-
SETVICES

= Alburaaukraliserng [ Compliance by Dasign

= Cybarsacurily — virtualisaring e an ny form for
firerwnall

= Salv vad hacker angreb - tag backuppen og
start igen

... uden at ga pa kompromis med etik og sikkerhed

Al lmwlumllwu':.i':__



Hvordan skaber vi datadreven vakst og
afbureaukratisering uden at ga pa
kompromis med etik og sikkerhed?

Data er vor tids guld,
men persondata er vor tids olie.

Stephan Engberg,
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